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T

he United Arab Emirates (UAE) is in the midst of a
campaign to establish itself as a regional cyber power
with sophisticated indigenous capabilities rivaling
those of Iran and Israel. With this understanding, the
campaign consists of three distinct elements: the completion
of legal, policy, and administrative reform to organize cyberrelated government bodies and bring the UAE in-line with
international cybersecurity standards; the use of foreign
and for-hire cyber specialists to surpass the limits of
current operational capabilities while growing indigenous
cyber expertise; and the exploitation of indigenous cyber
expertise to successfully and independently complete
cyber operations and achieve cybersecurity goals. This
piece will touch on key portions of the first element
but focus on the publicly known aspects of the second.

Key Cyber-Related Reform
The UAE has enacted a number of reforms to best
organize its government and its national-level
approach to cyber affairs. Of those reforms, the most
transformative concerning national cyber security are:
● Federal Decree No. 3 of 2003 that established the
Telecommunications Regulatory Authority (TRA) to
regulate the Information and Communication Technologies
(ICT) sector.1
● Resolution 5/89 of 2008 that established the UAE
Computer Emergency Response Team (aeCERT) as a
subsidiary of the TRA and tasked it with improving
standards and protects ICT infrastructure.2
● Federal Decree No. 3 of 2012 that established the National
Electronic Security Authority (NESA), now known as the
Signals Intelligence Agency (SIA), under the Supreme
Council for National Security to oversee national efforts
to improve the cybersecurity of the ICT sector and protect
it from cyber attacks.3

● The SIA’s UAE information Assurance Standards (UAE
IAS), Critical Information Infrastructure Policy (CIIP), and
National Cyber Security Strategy (NCSS) that outline a
specialized national framework for UAE cybersecurity
issues while still including key provisions of ISO/IEC
27001 and NIST.4
● The formation of a cyber command to operate alongside
the NESA in formulating cybersecurity strategies and
protecting key ICT infrastructure similar in mission and
scope to the US Army’s Cyber Protection Brigade.5

The Cyber Campaign’s Second Element
The UAE has a known history of utilizing foreign and
for-hire cyber specialists. It has used their expertise as
an imported force multiplier, a source for training, and
even a complete replacement for Emirati specialists.

Foreign Expertise as a Tool of Instruction
The UAE has often used foreign expertise to help train and
foster growth in Emirati cyber specialists. It has solicited
help from governments, private companies, universities,
and individuals all to the same end. Some of this training
focuses on future generations of specialists, such as Cyber
Quest, which the Edinburgh International Science Festival
designed at the request of the NESA, or the four-day cyber
workshop for students at Khalifa University that Raytheon
organized.6 The UAE also maintains connections to select
institutions around the world, whose students can receive
scholarships for their work in cybersecurity and other
critical fields of study and attend select US and UAE
universities.7 However, the UAE’s use of foreign expertise
for professional development has also been successful.
For example, when the UAE was formulating the NESA,
specialists from the US Intelligence Community were
“involved in everything from helping select a safe site with
access to power and fiber connectivity to determining
which buildings would be public and which classified.”8
Foreign Expertise as an Enabler
The cybersecurity firm DarkMatter, founded in Abu
Dhabi in 2014, earned roughly 80% of its $400 million+
revenue from the UAE government in 2017. The firm has
experienced explosive growth in personnel and profits,
tripling in size since its founding and doubling its revenue
from 2016. It has also come to advise key regulatory and
oversight bodies related to the UAE ICT sector including the
SIA, with which it shared a building for its headquarters.9
The firm’s expansion is a product of its aggressive and
successful pursuit of employees from major international
tech companies such as Google, Qualcomm, Samsung, Intel
Corporation, and BlackBerry, foreign intelligence agency
analysts including those from the CIA and NSA, and solo
internet-based hackers.10 Since its founding, activists have
raised concerns that DarkMatter was using its expertise
to improve the UAE’s capability to conduct unethical
targeted surveillance, particularly against human
rights campaigners.11 There have also been allegations
that DarkMatter has used its growing capabilities to
enable more advanced offensive cyber operations. These
rumors became even more credible after DarkMatter
acquired a number of employees from Maryland-based
CyberPoint International, which was revealed to have
been selling surveillance equipment to repressive
regimes with the Italian cyber firm Hacking Team.12
Regardless of the amount of truth to the allegations of
DarkMatter’s unsavory behavior, it has provided critical
support to the UAE’s cyber operations and has positioned
itself to continue to do so for the foreseeable future.
Moreover, the massive amount of personnel imported
from abroad indicates that the UAE has an appetite for
foreign specialists able to provide advanced cyber skillsets.
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The cybersecurity firm DarkMatter,
founded in Abu Dhabi in 2014
and whose headquarters is
shown here, earned roughly 80%
of its $400 million+ revenue from
the UAE government in 2017.

Foreign Expertise As a Substitute

The Cyber Campaign in Context

The UAE’s use of foreign and for-hire specialists to support
cyber operations as replacements for Emiratis is more
sparsely documented in public. However, it has become
somewhat more well-known after the failed recruitment of
Simone Margaritelli. The founder of DarkMatter, Faisal alBannai, reportedly reached out to Margaritelli through an
intermediary at the US-Israeli cyber firm Verint Systems
and flew him to the UAE to recruit him into a brain
trust of international cybersecurity professionals wellversed in large-scale surveillance software.13 The group
was to custom create software for the UAE government
“capable of intercepting, modifying, and diverting (as well
as occasionally obscuring) traffic on IP, 2G, 3G, and 4G
networks.”14 Apparently, the UAE government launched
the Falcon Eye surveillance system during his visit and
the spread of hardware probes deployed with the system
already would already provide the government with a
platform for mass data interception and manipulation.15
The UAE had reportedly developed its own software but that
failed to scale appropriately, which inspired them to turn
to a team of foreign specialists.16 The group’s leadership
offered Margaritelli a $20,000 per month tax-free salary
because they were so intent on his participation.17

The aggressive recruitment tactics of DarkMatter and the
Emirati government’s rush to improve UAE cybersecurity
capabilities begin to make sense when taken in proper
context. Between 2011 and 2016 the UAE experienced
a 500% increase in cyber attacks, receiving 5% of all
attacks globally by mid-2016, which placed it behind
only the United States as the most popular state target.18
During 2015, two million residents and one-third of the
state’s private firms reported being the victims of security
breaches.19 Nine months into 2016 the situation had
failed to improve with reports of most firms being entirely
“incapable of protecting themselves” and completely devoid
of staff cybersecurity training.20 In 2017 over half of the
UAE online adult population were victims of cybercrime,
contributing to a total of 3.72 million victims and over $1
billion worth in losses.21 As a state with less than 10 million
citizens and limited indigenous cyber expertise that has
to address cybercrime on this level, it seems a natural
solution to import specialists as fast and in as great a
number as possible.22 The UAE has demonstrated its ability
to plan and execute important reforms and import and
mobilize talent from abroad, but it won’t find success until
an informed citizenry is the backbone of its cybersecurity.
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