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What We Can Learn About Cyber Security from the Cold
War and the Global War on Terrorism
By Dan Cahill, Commander, United States Navy
Cyber Security/Defense is often presented as a complex and expensive problem. However, if viewed
through the proper prism, the fundamentals can be distilled down to a few lessons from history like the Cold
War and the “Global War on Terrorism.” When considered in this context, the solutions become clearer and
more cost effective.
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If the Cold War taught the U.S. one thing, it should be that armies
don’t win wars, economies do. A corollary to this would be that solid
business principles build economies and win wars. While the U.S. was
building its overall economy, the Soviet Union was building up its
military. Non-Military Soviet manufactured goods could not compete on
the world stage and were limited to Warsaw Pact/Soviet Bloc nations.
Throughout the Cold War, the U.S. had a manufacturing based, export
oriented economy. The U.S. supplied the world with high quality
manufactured goods and the U.S. economy grew by leaps and bounds.

During the Korean War, in the early 1950s, the U.S. spent 15% of its Gross Domestic Product (GDP) on
military spending which dropped precipitously to just over 10% at the end of the Vietnam War and stayed below
8% from 1972 onward.i In contrast, up until the early 1980s, the Soviet Union contributed 15-17% of its GDP
towards military expenditures with increases of 4% to 7% per year since the end of World War II.ii When
considered in the context of the Cold War, this represents highly disparate expenditures.
The Soviet Union attempted to keep up with the U.S. in military spending/power projection. The problem
for the Soviet Union was that the U.S. economy, for much of the Cold War, was three times larger than the
Soviet economy.iii The U.S. beat the Soviet Union by drawing it into a fight the Soviet Union could not win and
one that was fought by only two parties: the North Atlantic Treaty Organization and the Warsaw Pact.
Fast forward to September 11th, 2001; a terrorist operation that probably cost less than 1 million dollars
prompted a multi-trillion dollar response; this is 1 x 106 versus 1 x 1012 (a million to one). This demonstrates the
effectiveness of asymmetrical warfare; the damage far exceeds the cost to produce it.
If we apply these principles to the cyber realm, we see that the U.S.
Government, and more specifically the U.S. Department of Defense, is fighting
a much larger economic war than what the U.S. fought during the Cold War.
Unlike the Cold War, where the U.S. had an economy three times larger than
its adversary and was pitted against the Soviet Union in a dollar for dollar war,
the cyber-landscape is much different. Virtually every country in the world and
most every company in the world which relies upon the Internet to conduct
business is in the market for Cyber Security solutions. In 2016, worldwide
spending on Cyber Security was nearly 74 billion U.S. Dollars (USD).iv The entire
U.S. Defense budget for 2016 was approximately 585 billion USD.v By 2020,
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worldwide Cyber Security spending is projected to reach over 100 billion USD, which would be 1/5 of the entire
U.S. Defense budget.vi
The U.S. Department of Defense, or the U.S. government for that matter, cannot and should not attempt
to compete simultaneously with the European Union, China, Russia, Microsoft, Apple, Google, Exxon and
virtually every other entity in the world that utilizes the Internet to conduct business. If it tried, with the U.S.
economy being only approximately 25% of the world economy, it would have to spend 4 to 1 against the rest of
the world. vii If the U.S. wants to compete in the 21st century, it needs to look at Cyber Defense/Security in
business terms and not try to compete with what is already a functioning marketplace for cyber-related risk
management. The better approach is to spend simultaneously on developing effective offensive cyber weapons,
decoupling mission critical national security information from the Internet by placing it on classified networks,
and letting the soon to be 100 billion USD Cyber Security market and 2,500 billion (2.5 trillion) USD insurance
industry develop solutions to protect non-mission critical national security information and private industry
networks and data.viii
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